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CYBER DEFAMATION & LIABILITIES OF INTERNET SERVICE 

PROVIDERS (ISPS) AND INTERMEDIARY IN INDIA & UK  

Vivek Kumar Verma 

 

“Who steals my purse steals trash…but he that filches from me my good name robs me of that which 

not enriches him and makes me poor indeed” 

- Shakespeare in Othello 

ABSTRACT 

Accessibility, anonymity, privacy, seclusion of one's own space, and the interactive, 

responsive nature of communications on the internet, has made the users far less 

inhibited than before especially about the contents of their messages. There is no 

dearth of Soniya Gandhi-Manmohan Singh jokes and cartoons coming as your 

regular Facebook updates. The internet has made it far easier than ever before to 

disseminate defamatory statements to a worldwide audience with impunity. Now, 

on the internet everyone can be a publisher as well as a victim of defamatory 

publication. A defamatory allegation need only be disclosed to one person for 

publication to be proved. Since a publication on internet can be circulated to 

literally countless number of people, every time an e-mail is forwarded to another 

person or defamatory content is shared on Facebook, it is published again and 

again creating further cause of action. This has led to cyber space becoming a 

highly prone area for defamation. No doubt a John Doe always lurks around in the 

cyber space. The issue is further aggravated by the difficulty in identifying the 

perpetrator, and the degree to which Internet Service Providers (ISP's) should be 

held accountable for facilitating the defamatory activities. 

The present paper tries to point out relevant legal provisions on cyber defamation 

and liabilities of internet service providers or intermediaries in the light of some of 

the most landmark judgments on this issue in India and UK. The author further 

tries to highlight some of the practical difficulties with prosecution in such cases 

especially with regard to jurisdiction and forum shopping. Since India has just 

emerged as a new battle ground for cyber disputes and crimes, the cases are not 

many but nonetheless they indicate how India is lagging behind as regards 

legislative framework covering information technology law and prevailing lacunae 

in the current legislations.      
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CYBER DEFAMATION IN INDIA 

In India, a person can be liable for defamation both under civil and criminal law. Section 

499 of the Indian Penal Code which deals with defamation when expanded also covers the 

cases of cyber defamation. However, with the new amendment in the Information 

Technology Act, 2000, India now has express provision on Cyber Defamation.  

Section 66A of Information Technology Act, 2000 

“Any person who sends, by means of a computer resource or a communication device,- 

(a) any information that is grossly offensive or has menacing character; or 

(b) any information which he knows to be false, but for the purpose of causing 

annoyance, inconvenience, danger, obstruction, insult, injury, criminal intimidation, 

enmity, hatred, or ill will, persistently makes by making use of such computer resource 

or a communication device, 

(c) any electronic mail or electronic mail message for the purpose of causing 

annoyance or inconvenience or to deceive or to mislead the addressee or recipient 

about the origin of such messages 

shall be punishable with imprisonment for a term which may extend to three years and 

with fine.” 

 

LIABILITY OF ISPS & INTERMEDIARY IN INDIA 

Section 79 of Information Technology Act, 2000 

As per Section 79 of the IT Act, ISPs are not liable for any third party information, data, or 

communication link made available or hosted by them so long as-  

1. their function is limited to only providing access to communication system; 

2. they do not- 

(a) initiate transmission; 

(b) select the receiver of the transmission, and 

(c) select or modify the information contained in the transmission 

3. they exercise due diligence in their duties and adhere to any guidelines which may 

be prescribed 

However, ISPs can be held liable in the following situations- 

1. If they have conspired, abetted or induced in the unlawful act,  
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2. If, they fail to expeditiously remove or disable access to any information, data or 

communication link upon receiving the knowledge or on being notified by 

appropriate Government agency  that such information, data or communication link 

is being used to commit unlawful act without interfering with the evidence; 

As a curious deviation from the position of law in commonwealth countries, the IT Act, 

2000 bears a certain degree of similarity with the laws in the United States in cases of cyber 

defamation. Though the new amendment does not shift the burden of proof from defendant 

to plaintiff, it definitely makes it easier for the defendants to prove their innocence in the 

event they have acted bona fide and complied with the obligations under Section 79 of the 

Act and Rule 3 of the IT Rules, 2011. However, although ISP's are theoretically not liable for 

posting and transmitting defamatory information, they are nevertheless frequently joined 

as defendants in defamation lawsuits because of their deeper pocket.  

The question that next comes up is the extent of involvement of ISPs in publication of 

defamatory content. In this context, it is important to understand and appreciate the 

difference between primary publisher and secondary publisher. The U. K. Defamation Act 

1996 defines a primary publisher as – “a person whose business is issuing material to the 

public and who issues the material in the course of that business and those who are only 

involved in processing, making copies, distributing or selling any electronic medium in which 

the statement is recorded are defined as secondary publishers.” A secondary publisher can 

thus escape liability for handling third party defamatory material if it is able to prove that 

(a) it was merely acting as a conduit; (b) it exercised due diligence and, (c) it was not aware 

of the defamatory nature of such material and immediately removed the content once 

informed or notified by appropriate Government agency. Therefore, ISPs in certain cases 

may act as primary as well as secondary publishers. If the ISPs exercise editorial control 

over messages posted on bulletin boards, use Board Leaders to enforce the content 

guidelines or provide them with an emergency delete function to control content there is 

great likelihood that they may end up being treated as a primary publisher.  

 

CASE LAWS IN INDIA 

Asia's first case of cyber defamation was filed in India in 2001. The case was SMC 

Pneumatics India Pvt. Ltd. v. Jogesh Kwatra1. In this case, the defendant Jogesh Kwatra, 

an employee of the plaintiff’s company started sending defamatory emails to his employers 

and different subsidiaries of the company all over the world. The plaintiff thereafter filed a 

suit for permanent injunction restraining the defendant from posting such defamatory 

                                                           
1 CS(OS) No. 1279/2001, Delhi High Court 
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remarks. The Hon’ble Delhi High Court in this case allowed an ex-parte ad interim 

injunction observing that a prima facie case was made out by the plaintiff and restrained 

the defendant from posting such remarks.  

Avnish Bajaj vs. State  

Another significant case was Avnish Bajaj vs. State2 more popularly known as DPS MMS 

Scandal case. The case involved an IIT, Kharagpur student Ravi Raj, who placed on the 

baazee.com a listing offering an obscene MMS video clip for sale with the username ‘alice-

elec’. Despite the fact that baazee.com have a filter for posting of objectionable content, the 

listing nevertheless took place with the description, “Item 27877408 – DPS Girls having 

fun!!! full video + Baazee points.” The item was listed online around 8.30 pm in the evening 

of November 27th 2004 and was deactivated, around 10 am on 29th November 2004. The 

Crime Branch of Delhi police took cognizance of the matter and registered an FIR. Upon 

investigation, a charge sheet was filed showing Ravi Raj, Avnish Bajaj, the owner of the 

website and Sharat Digumarti, the person responsible for handling the content, as accused. 

Since, Ravi Raj absconded; the petition was filed by Avnish Bajaj, seeking the quashing of 

the criminal proceedings. 

The court in this case observed that a prima facie case for the offence under Section 292 (2) 

(a) and 292 (2) (d) of Indian Penal Code (IPC) is made out against the website both in 

respect of the listing and the video clip respectively. The court noted that “[b]y not having 

appropriate filters that could have detected the words in the listing or the pornographic 

content of what was being offered for sale, the website ran a risk of having imputed to it the 

knowledge that such an object was in fact obscene”, and thus it held that as per the strict 

liability imposed by Section 292, knowledge of the listing can be imputed to the company. 

As regards Avnish Bajaj, the court surprisingly held that since the Indian Penal Code does 

not recognize the concept of an automatic criminal liability attaching to the director where 

the company is an accused, the petitioner can be discharged under Sections 292 and 294 of 

IPC. Eventually, Avnish Bajaj in this case was not declared guilty.  

The author respectfully submits that there was no sound reason to absolve the director, 

Avnish Bajaj in this case. The concept of corporate criminal liability could have been 

applied to impose appropriate penalty on the director. The argument also derives support 

from Article 12 of the European Convention on Cyber Crime which provides for imposition 

of criminal liability on the legal person having a power of representation, authority to take 

decisions and exercise control. Clause 2 of Article 12 of the Convention provides that a legal 

person can be held liable where the lack of supervision or control by a natural person 

acting under his authority has made possible the commission of a criminal offence. 

                                                           
2 (2005) 3 CompLJ 364 Del 
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Although India has not ratified this Convention as yet, the said provision could have been 

taken as a guiding principle to impose liability on Avnish Bajaj. Furthermore, the stance 

taken by the Court in this case does not even contribute to the determination of the extent 

of liability of ISPs and their directors, as the Court did not specifically delve into these 

issues and settle the law on this subject. 

Vyakti Vikas Kendra, India Public Charitable Trust Thr Trustee Mahesh Gupta & 

Ors vs. Jitender Bagga & Anr.3 

More popularly known as ‘Art of Living’ case (Full Text here), the case is a typical example 

of how vulnerable public figures in India are to cyber defamation. The four plaintiffs in this 

case filed a suit against the defendants for damages and permanent injunction, mainly on 

the ground that they are aggrieved and hurt because of certain highly defamatory materials 

posted on www.blogger.com, owned by Google (defendant No.2) by Mr. Jitender Bagga 

(defendant No.1). As per the plaintiff, the defendant No.1 was indiscriminately sending e-

mails and publishing a large number of blog posts, which according to them was making 

highly vulgar, disgusting and abusive references towards His Holiness Sri Sri. Ravi Shankar, 

owner of Art of Living Foundation, and other persons associated with the Art of Living. 

Delhi High Court in this case first held Google to be an “intermediary” within the definition 

of Section 2(1)(w) and Section 79 of the Information Technology Act, 2000. The Court 

accordingly pointed out that under Section 79(3)(b) of the IT Act, 2000, Google is under an 

obligation to remove unlawful content if it receives actual notice from the affected party of 

any illegal content being circulated/published through its service. Google is also bound to 

comply with Information Technology (Intermediaries Guidelines) Rules 2011. The Court 

observed that Rule 3(3) of the IT Rules read with Rule 3(2) requires an intermediary to 

observe due diligence or publish any information that is grossly harmful, defamatory, 

libelous, disparaging or otherwise unlawful. Rule 3(4) of the Rules creates obligation on an 

intermediary to remove such defamatory content within 36 hours from receipt of actual 

knowledge.  

Thus, in the present case, Google was directed to remove all defamatory contents about the 

plaintiffs posted by the defendant No.1 from its website www.blogger.com as well as all the 

links containing defamatory content within 36 hours from the date of knowledge of the 

order passed by this Court. Defendant No.1 was restrained from sending any such e-mails 

or posting any material over the internet having a direct or indirect reference to the 

plaintiffs or the Art of Living Foundation or any member of the Art of Living Foundation, or 

His Holiness Sri Sri Ravi Shankar. 

 

                                                           
3 CS(OS) No. 1340/2012 

http://delhicourts.nic.in/MAY12/Vyakti%20Vikas%20Kendra%20India%20Public%20Charitable%20Trust%20Vs.pdf
http://www.blogger.com/
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LIABILITIES OF ISPS AND INTERMEDIARY IN UNITED STATES AND UNITED KINGDOM 

In United States, Section 230 of the Communication and Decency Act, 1996 prvides that- 

“No provider or user of an interactive computer service shall be treated as the publisher or 

speaker of any information provided by another information content provider.”4 In other 

words, it precludes courts from entertaining claim that would place ISPs in a publisher’s 

role.  

On the contrary, the law on cyber defamation is quite stringent in United Kingdom (UK) 

and European Union (EU) countries. A very recent decision of Court of Appeal (Civil 

Division) in Payam Tamiz v Google Inc.5(Full Text here) makes the stand very clear that if 

online service providers do not immediately take down the content that is alleged to be 

defamatory, they can be held liable. The present case was filed by Payam Tamiz, an English 

Conservative politician against Google Inc. and Google UK for anonymous defamatory 

comments on a blog created on Google’s blogger platform called, “London Muslim”. In Court 

in this case held that once Google was notified of allegedly defamatory content, it became a 

“publisher by acquiescence” and therefore may be held liable for failing to remove the 

content. The role of Google in operating ‘Blogger’ is not purely passive as they provide 

design tools, a URL (Uniform Resource Locator)6, advertisements, service on terms of their 

choice and can remove or block access to any blog.  

The finding of Richards LJ in this case was based on interpretation of Section 1(1)(c) of the 

UK Defamation Act of 1996, which when applied to cyber defamation cases waives liability 

for an intermediary only when it “did not know, and had no reason to believe, that what [it] 

did caused or contributed to the publication of a defamatory statement.” It is to be noted that 

such an approach is different from the construction and import of Section 230 of the 

Communications Act in US, which provides wider protection for intermediaries. Although, 

the Court in this case eventually ruled in Google’s favor due to uncertainty regarding 

evidence, the case still raises serious concerns in particular the gate-keeping obligations 

creating a massive burden for intermediaries and ISPs.  

 

CHOICE OF JURISDICTION 

Choice of jurisdiction poses the biggest challenge to cases of cyber defamation. The new 

information age has raised a question mark on the adequacy of traditional jurisdictional 

regimes where interstate disputes arise in cyberspace. It has also been argued by many 

scholars that traditional choice-of-law doctrines are inadequate to determine which state 

                                                           
4 47 U.S.C. § 230 
5 [2013] EWCA Civ 68 
6 A URL is a type of Uniform Resource Identifier (URI), which is the generic term for all types of names and addresses that 
refer to objects on the World Wide Web. 

http://www.bailii.org/ew/cases/EWCA/Civ/2013/68.html
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law to apply in interstate cyber-disputes.  The overwhelming criticism is that “old choice-

of-law doctrines fail to provide any meaningful guidance in the virtual world because these 

doctrines depend on notions of physical location.  Many of these criticisms focus on the law 

of defamation in cyberspace, or “cyber defamation” in particular. Cyber defamation thus 

provides the perfect lens to examine the adequacy of traditional choice-of-law regimes in 

cyberspace.   

The problem of determining the jurisdiction in cyber space is further aggravated by the fct 

that plaintiffs have the luxury of "forum shopping" or choosing the jurisdiction with the 

laws most favorable to them. Such problem of jurisdiction can be of two types, one where 

alleged defamatory material is published in only one state and second when it is multistate. 

In first case, the presumption is that the law to be applied is “the . . . law of the state where 

the publication occurr[ed].” However, in multistate defamation actions the presumption is 

that the state with the most significant relationship will be “the state where the person was 

domiciled at the time.” In cases involving corporations or other legal persons, “the state of 

most significant relationship will usually be the state where the corporation, or other legal 

person, had its principal place of business at the time.”  The judicial trend in this regard is tha 

instead of creating new regimes for cyber-defamation disputes, most courts apply 

traditional choice-of-law doctrines—usually sub silentio—and utilize old analogies to deal 

with the substance of cyber space.    

It is evident, however, that whether someone defames a party over a broadcast, by fax, in 

print, or in cyberspace, the defamed party’s reputation is still injured in a sovereign state 

where that state has a real-space interest in protecting its citizens’ reputation from injury. 

Therefore, any criticism of choice-of-law doctrine for cyber defamation falls flat because 

cybers pace is neither unique nor special for choice-of-law purposes, and there exists no 

reason to single out cyber defamation as something in need of reformulated choice-of-law 

rules. 

 

******* 

 

 

 


